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Background

*» Governmental biometrics-based services are multi-
year basis:
# Passport and Driver’s license : 10 years
4 NID: no expiration date unless lost

*» Long-term duration between enrollment and
verification

Verification

Enrollment
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Purpose

*»To confirm ‘Template Ageing’

“+To define ‘Measures and Processes for analysis
of sample quality’ in template ageing

*»To find the ‘Influencing factors’ on Template
Ageing



Definition
*» Template Ageing

# Time duration has an effect on matching performance.

*» Ageing factor
# Influencing factors on ‘Template Ageing’

2005

Database

After 1 year
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2006

\ 4

Database




Experimental Set-up

s Target Sensors
# Optical : Digent, Nitgen
# Semiconductor : UPEK > 4

*» Feature Extractor
# MINDTCT

*» Matcher
4 BOZORTH3
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*» Image Quality Tool
# NFIQ




Specification of Database

**KFRIA Ageing DB
# Total 13,200 fingerprint images

+ 2005: 100 persons * 6 fingers * 10 views * 3 sensors * 2 visits
+ 2006: 100 persons * 6 fingers * 10 views * 3 sensors *.2 visits

KFRIAZOi KERIA2006

Senso_r_2 Sensor3
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248*292 256*360 by, ,

¢
» KFRIA : Korea Fingerprint Recognition Interoperability Alliance ‘ Labﬂ:f'
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Demographics of Database

Gender

O Male B Female

16%

Age

9% 6% 17%

20%

[010's M20's [030's [(140's W50's @60+

Occupation

4% 2%

11%

32%

519

@ Student M Housewife [ Blue-collar O White-collar B Etc. ‘

Vet



Experimental Procedures

Aging Database > Performance > Evaluation
o i
2 - NFIQ iy Haity
0 @ Assessment
S 2005:2005
; \ Matching
> @ @ 7 MINDTCT — BOZORTH3
= S
>
&)
= BOZORTH3 | | erformance
GE) Evaluation
| Cerinzoos e ze
2 @ @ MINDTCT |~ BOZORTHS3 5506:2006

N\ Matching

Quality

NFIQ " Assessment

‘_ E Labh*




Template Ageing

¢ Significant variation over time in matching performance

> Template Ageing

¢ It seems that there Is not a close correlation between
sample quality and matching performance

Relationship between Fingerprint Quality and Performance

== w2 003 o4 eSS . EER |
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1009 — 1654
% | =
el B3 v Wy are 2006:2006 EER'’s
0% | w0/ 7 1'% lower than 2005:2005 EER’s?
? ) *'—L ~ 1 10%
3 - Why are 2005:2006 EER’s
L s0% | 18% H hiah?
£ 40% | e nign -
G 2% | i even though there is not
A%

much variation in overall
sample quality

15e

0%

Eensor2‘5ensor3 Sensor I‘SensorZ‘SensorS

Seansor 1‘Sensor2‘SensorE Sensor )
Ly,

2005: 2005 20062006 2005: 2006 ¢
wlatcoing Year %
- Representative quality = median (20 views of each subject) \ Vilab-




Detailed Quality Analysis

“ Using sample quality Co-occurrence table

1. MMQ (Median:Median Quality) Matrix
¢ Row : Column
= median(20 views/subject) : median(20 views/subject) |
2. MVQ (Median:Views Quality) Matrix
¢+ Row : Column
= median(20 views/subject) : 20 views of each subject
3. MPQ (Matching pairs Quality) Matrix
¢ Row : Column = Genuine matching pairs of each subject
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Sample Quality Set of Subjectl (20 views)
={1,1,1,1,2,1,2,1,1,1,1,1,1,1,2,2,2,2,2,3}

-\ -' \ . [
\
., 2

Subjectl C Viab
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2 Sample quality

4 Row : Column
= median(20 views/subject) : median(20 views/subject)

» Total number

MMQ Matrix

# Total = Person * Finger = 100 * 6 = 600

[Sensorl] 2005:2006 MMQ Co-occurrence Matrix

2006 Median
Quality
1 2 3 4 5 Sum
2005
Median Quality
1 18.33% 6.00% 0.67% 0.17% 1.33% 26.50%
2 11.00% 47.33% 4.17% 0.17% 1.83% 64.50%
3 0.83% 3.17% 2.50% 0.00% 0.83% 7.33%
4 0.00% 0.00% 0.33% 0.00% 0.00% 0.33%
5 0.00% 0.17% 1.33%

30.17%

56.67%

100.00%

2006 Sample quality distribution

v' Matrix information

Distribution of

Representative sample

quality

y

2005 Sample quality
distribution

-

r



MVQ Matrix

2 Sample quality
4 Row : Column
= median(20 views/subject) : 20 views of each subject
¢ Total number
% Total = Person * Finger * Views = 100 * 6 * 20 =12,000

[Sensor2] 2005:2005 MVQ Co-occurrence Matrix
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2005 Each View
Quality
1 2 3 4 5 Sum
2005
Median Quality
1 9.08% 4.89% 0.67% 0.01% 0.36% | 15.00% | | ® Matrix information
2 10.96% | 53.35% 7.05% 0.03% 1.94%| 73.33% ) .. i
Quality distribution
3 \0.80% 3.43% 4.09% 0.07% 1.45% 9.83% ¢ individual vi
4 0.30% 0.00% 0.00% 0.00% 0.00% 0.00% Of Indiviaual vViews
5 0.079 0.22% 0.60% 0.00% 0.95% 1.83%
Sum 20.90% [N\61.88% | 12.41% 0.11% 4.70% | 100.00%
N - — [
Median sample quality = 2, e,

Quiality levels of individual samples ‘ L ab




MPQ Matrix

s Sample quality
4 Row : Column
= Genuine matching pairs of each subject = Enrolled : Tested

» Total number
# Total = Genuine matching # * Person * Finger
= 20C2 * 100 * 6 = 114,000

[Sensorl] 2006:2006 MPQ Co-occurrence Matrix
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2006 Tested
Template
Quality 1 2 3 4 5 Sum
2006 Enrolle 'y :
Template Quality e Matrix information
1 23.33% 7.09% 0.17% 0.01% 0.00% | 30.61% .
Directly related to
2 7.9% 43.9% 2.3% 0.0% 0.0% 54.02% -
matching performance
3 0.2% 3.3% 6.0% 0.2% 0.9% 10.51%
4 0.0% 0.0% 0.1% 0.2% 0.1% 0.44% 7
5 0.0% 0.0% 0.8% 0.1% 3.5% 4.42%
L,

sum 31.44% | 54.23% | 932% | 0.43% | 458% | ‘00 . K7
A »Vlab-




Analysis of Sample Quality and

Matching Performance (1)

* To analyze relationship between sample quality and
matching performance using MMQ Matrix

“ How to analyze

# Classify the genuine matching scores by 2005:2006 MMQ
Co-occurrence Matrix

[Sensorl] 2005:2006 MMQ Matrix
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2006 Median
Quality
1 2 3 4 5 Sum
2005
Median Quality
1 18.33% 6.00% 0.67% 0.17% 1.33% 26.50%
2 11.00% 47.33% 4.17% 0.17% 1.83% 64.50%
3 0.83% 3.17% 2.50% 0.00% 0.83% 7.33%
4 0.00% 0.00% 0.33% 0.00% 0.00% 0.33%
5 0.00% 0.17% 0.83% 0.17% 0.17% 1.33%
Sum 30.17% 56.67% 8.50% 0.50% 4.17% 100.00%




Analysis of Sample Quality and
Matching Performance (2)

Test: 2006 Median >
Qualityl Quality3 Quality5 Total

[?ensorl] Genuine Scare Distributions (Quality 1te 1) [Sensor1] Genuine Score Distributions (Quality 1 to 3] [Sensorl] G
T - 1 T T T T
1

enuine Score Distributions (Quality 1 te 5) [Sensor1] Genuine Score Distributions (2005 Cuality 1
T 1 T T T

o1 2005 Quality 1
%:: ...... ...... ZGbJU 0(159) _____ |

Qualityl [: 1833 (110) | [ 067% @)

H et S 1 1 I ok I H I e S—

17% (25)

T

Enrollment: 2005 Median

N

Total - 30.17%(181) | f.  8.50% (51)

" 2006 Quality 1 | 2006 Quality 3
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Lower Quality 2 Score distribution shift to left Mg,
= Increasing matching errors ‘ % \Lah®
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2005

Can any part of the Co-occurrence
matrices provide the estimation of the
matching error in Template ageing?

2006

Quality 1 2
Quality

4

1

2
3
4
5

Lower Sample
Qualities than before?

Or Just bad Qualities?

. K%
( : Lab



Correlation between EER and Quality

Block
*» To find the influencing quality blocks on EER’s

# Define 19 kinds of blocks like below tables

Q.
= # Compute the correlation between EER’s and sum of
4 .
g proportions of each block
P
= 1|2]|3]|4a|s 1|2|3|4]s 1|12]|3]|4|5
g 1 1 1
(@4 2 2 2
L:) 3 3 3
E 4 4 4
g 5 5 =
E 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
(L) 1 1 1
Z 2 2 2
3 3 3
4 4 4
5 5 5

‘_ j Lab*



Computing Correlation

s How to compute correlation

4 For example, using MVQ Table on Block1l
¢ Matching year : A = 2005:2005, B = 2006:2006, C'= 2005:2006

Matching
year Sensorl Sensor2 Sensor3
EER A B C A B C A B C
EER 57% | 1.7% |[11.4% | 7.7% | 2.8% | 13.1% | 6.3% | 4.5%5 | 13.6%
MEQ_Blockl SILA|[S1B|S1C | S2A | S2B | S2C | S3A | S3B | S3C

Sensor3 : MVQ co-occurrence Table

2005:2005 ) 2006:2006 7 2005:2006
1| 2|3 a]|s 1| 23| 4]|s 1| 23| 4| >s
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W IN]EF
Al |WIN]PF
Al |WIN]PF

Iy,

Block1 Blockl Blockl ‘Y
S2_A S2_B S2_C ( \ V/ Py




Positively High Correlation Blocks

*+High correlation blocks with EER’s

o 1|23 a]s 1 23| 4]s 1 iy 2o A b s
E 1 1 1
Iz 2 2 2
5 3 3 3
2 4 4 4
2 5 5 5
g Block16 Block? Block17
2 1| 2] 3| 4] s 1| 2| 3| 4] s
| -
s B :
- 2 2
'r:%) 3 3
— 4 4
2 5 5
Z
Block1l Block5

Common Block
> Large difference in sample quality over time

&
> Significant ‘Influencing Factors’ on Template Ageing ( :
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Cuality Freguency

Relationship between Fingerprint Quality and Performance

ol EEZ 3 C 04 mES —o—EER‘

1007, 1674,
—
Q094 ~ .
s 13,1963 5%) 19
09 S
VAV A I
70% 11.4% -~
> — 1 10%
1 a%
4 f/f
. ﬁDA’_
.504‘[7 - 40&
=
10% 1 2%
0% ' ' 0%
Sensor 1| 5ensor Al Saensor = Saensor 1 =ansor 2 [Sensor 3| Sensor 1)Sansor A Sensor 5
2005: 2905 2006: 2006 2005: 2006

Yateaing Year

Back to First Question

Why are 2006:2006 EER’S
lower than 2005:2005
EER’S?

Why are 2005:2006 EER’s
high?

even thouagh there is not
much variation on overall
sample quality

EER.

- Due to variation in sample quality over time
- Basis : MVQ matrix

Ly,

G
( >\ Labh-
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Back to First Question

. Block value - + EER

Matching

Year | 2005:2005 | 2006:2006 | 2005:2006
Sensor

Sensorl 7.98 %0 3.85 % 13.93 %
5.7 % 1.7 % 11.4 %
Sensor?2 10.23 % 4.95 % 14.57 %
(7.7 %) (2.8 %) (13.1 %)
Sensor3 6.68 % 6.55 % 20.98 %
(6.3 %) (4.5 %) (13.6 %)

Block value from MVQ
Co-occurrence matrix

c:.

Lab’
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Low Correlation Blocks

+* Blocks of low correlation with EER’s
Block15 Block14

Common Block

—> Combined with positively high correlation(PEER) block
and negatively high correlation(NEER) block

¢
= Hard to estimate EER ( S
__ Yiabh



EER vs. Correlation Block(1)
*»Block name : PEER(Positive EER) Block

- Block value - - FER

o Matching

E Year | 2005:2005 | 2006:2006 | 2005:2006
&’ Sensor

S

g Sensorl 7.98 %o 13.93 %0
> 5.7 % 11.4 %
= Sensor2 10.23 % 14.57 %
& PEER Block (7.7 %) (13.1 %)
Cy 0, 0)

L_J Relationship between Fingerprint Quality and Performance Sensor3 6.68 % 20.98 %
= b | mmm? L 13 L 14 mm5 ——EER | (6.3 %) —— (13.6 %)
)

= 100% 16% Block value from MVQ

1S | 13,106138%) 4% Co-occurrence matrix

m 20% | 7| e

- 0% t 11.4%)

(2 60% | p- 1 0% ..

Z 0% | 1s% g | @ Block characteristics

“0% 4 5%

Quality Freguency

0%
0% r

Possible to guess lower EER

4 4%

W50

among three sensors

1 1 = — Il Il 00/0
Sensor 1|Ser‘|sc|r 2|Sen30r3 Sensor Yfsensor 2[Sensar3[Sensar 1|Sensor 2|Sensor3 7

h Y
2005 20035 20065 2005 2005: 2006 S Lab 2
Matching Year L '

0%
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0%

0%

100% —
0% -
30% -
0% -
bl% -
0% -

30% -
20% -

0% -

EER vs. Correlation Block(2)

*»Block name : LEER (Low Correlation) Block

LEER Block

Relationship between Fingerprint Quality and Performance

. 1 2

Ol mm? 13 C 14 mm> ——FER

5%

13.1935%)

-
11.4%)

Sensor l‘ Sensar 2‘ Sensor3

2005:2003

SSHSOFEEHSOIQ‘SEHSDIG

2006, 2006
Matching ear

Sensor 1{S2nsor 2 Sensor 3|

2005: 2006

16%4

1484

1 l2%

1 10%:

1 8%

1 6%

- 40/0

1 2%

0%

EER

Matching
Year | 2005:2005 | 2006:2006 | 2005:2006
Sensor ‘

Sensorl 3.02 % 5.97 % 6.40 %0
5.7 % 1.7 % 11.4 %

Sensor2 4.46 % 6.02 % 6.72 %
7.7 % 2.8 % 13.1 %

Sensor3 2.81 % 5.73 % 6.10 %
6.3 % 45 % 13.6 %

Block value from MPQ
Co-occurrence matrix

e Block characteristics

1. No relationship with EER

2. Because of combining with PEER
Block and NEER Block

£

G
Lab“
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Comparison of Co-occurrence Matrices

* MMQ Matrix
# No Information regarding variation of sample quality
# Hard to link with EER

*MVQ & MPQ Matrices

# Useful to figure out relationship between sample
guality and matching performance

# MVQ and MPQ matrices have similar performance

C Viab’
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0

0

Conclusions

Template ageing has been confirmed.

Variation in sample quality Is an |mportant
factor in template ageing.

Various matrices and block measures have
peen defined for the analysis of correlation
petween sample quality and matching
performance.

Template Updating process is recommended In
long-term usage applications of biometrics.

Ly,

C. Lab
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Future works

*» Generalization of proposed matrices and
measures for various databases such as FVC's

*»Prediction of EER from proposed measures

s Evaluation of ‘Level of Difficulty’ of a database
without actual matching

¢ Search for other factors influencing on ‘Template
Ageing’
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Thank you for your attention!!
E-mail : jeryu@vision.inha.ac.kr



